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Ah . ..rroc The Border Gateway Protocol (BGP) is the routiug 
protocol used to route Internet's traffic between differeRt 
Autonomous System~. The BGP can coRtrol th.e traffic but it i~ 
vulnerable to 'commun.ication interruptions and failures. This 
weakness could be the source of a seveml se-curity attacks which 
cou.ld cau.!>e serious damages to the inte1·-domain network. 

The objed:he of this paper is to inhuduce b1ietly BGP, to present 
its vulnerabilities, and al!>o to survey some proprn;ed solutioR!> for 
sec111iug BGP. The paper introduces three secured nrsions of 
BGP, secu1'e-BGP (sBGP), secure-origin BGP (soBGP) and 
p••etty-.secure BGP (p;BGP). It disCIL"'-~ their advaRtages and 
identifies their limit atio R!>. 

&J~Vords-BGP, BGP vulnerabilities, btter-domabt securiiJ•. 

I. lN RODUC 10 

Roming in Internet ' c t ork i. guaranteed by 1" cla..c, o f 
protoeol.. be Interior Gate ay Protocol. 1GP) hich arc 
used for roULing "~thin t.bc same A , and, the Exterior 
Gateway Protocol. (EGP which arc ill d for routing bet" ~cn 
diflc rcnt A . . The Border Gate ay Protocol BGP (RF 
427 1) [ 1) i. the inglc · GP protocol operational in internet 
until now. 

BGP i. a di. tancc ector routing protoeol that ill •• addrC! 
prciixc. ru unit of routing The principal role of BGP node!, 
named BGP pc.akcr~, i. to exchange network' rc.achability 
information. BGP speaker.> a . ume a certain trust le cl 
between c.ach other.>, t.ft:u '. wh ; a explained in [2), BGP 
doc n' t oiler a mechanism to verify node' identity or routing 
informmion authcn t.ici ty. 

However, today'. internet i. a large space of <macks, and 
the tru. t as. umed by BGP become. a scriou. vulnerability [3) 
that could be u.rcc of diver net ork attack!. The network 
attack! could be by intcrocpting routing information 
propagated through inter-A network, or b removing valid 
rout.ing information, or c en by injecting fal routing 
information. So, it could cau. c ery important damage! to t.he 
network like complete deny of service. 

he remainder of t.h i. paper i. Orgftnizcd ru folio . . cction 
II i. a brief pre. 'ntation of BGP, and ic operation. ln section 
Jll , "' de. ribe BGP vulncrabilitiC! and ome example! of 
inter-A net" rk attack!. Then, in section IV c pre. m Lhrcc 
solut.ion to .ccurc BGP, . ccurc-BGP (sBGP [ ), secure­
origin BGP (. oBGP) [5) and prc!!y- cure BGP (p. BGP) [6), 

c define advantage! o f each sol·ution and identify i t~ 
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limitation . We conclude our paper in . cction V and we gi c 
fu 1 Ltrc work! . 

II. BGP DESCRIPTION 

BGP i. the mo 1 used by the Internet Service Pro idcr.; 
(1 P to t.ran mit information about their different network . . 
It cn.urC! communicmion bet" ·en the diflcrcnt Autonomou 
System (AS . that form Internet. AS ' . arc commonly 
defined Hi a network or group of net orki under common 
admini. trative comrol. 

evcral BGP cr. ion ha c been deployed; in thi .. ccrion 
we present BGP4 according to . tand..<trdizarion in [ 1]. BGP4 i 
an enhanced ver. ion of BGP introduced fir tly in RF 177 1 
and Lhcn in RF 27 1. It pre. nt new mcchani. m. to reduce 
the iz.c o f the rout.ing table and a~ o support. t.hc usc of 
cia . . lcs. inter-domain routing ( JOR) [7]. 

A. BGP Opemfi"on 

BGP i. an inter-Autonomous y. tcm routing protocol. It 
came to replace the EGP • tcrior Gateway Protocol) [8) 
which became ob. let c. 

ch BGP speaker i. rcsporu iblc for exchanging ncrwork 
rcachability informat.ion with iL BGP neighbor or peer.> via 
BGP . . ion. The c information. arc . tored in a router table 
named Routing information Ba. c (RIB , ('ilCh entry o f the RIB 
rcprc. cnt. a rout.c to a prcfi addrc, . a nd i. characterized by a 
ct o f attribute!. 

There arc 1 o type. of BGP . . . ion.: 
• iBGP: intcmal BGP i. a scs ion between 1" BGP 

pc.akcr ithin the amc AS. 
• eBGP: e tcrnal BGP i. a sc ion bet" ·en t o BGP 

speaker.> located in two different A.' .. 
Also, .. ion bct" ~cn 1 o BGP peer.> w T P a. transport 

protocol [9), hich me.an. that there ~ no need to implement 
an additional mechanism for fragmentation, rctransmi .. ion or 
sequencing. 

B. BGP Messages 

As mentioned before, BGP me . . age. arc exchanged 
between BGP peer~ o crT P connection.. hcsc me. sage. , 
a. we will explain below, arc divided into four type. : Open, 
Update, Keep-Ali c and oti •cation. 

All BGP me . . age: ha vc the ame header which take. the 
folio' ing format: 



Marker (16 bytes) 

Length I Type I 
Fig. 1 BGP Header fonnat 

The BGP header is formed by three fields: 

• Marker: is a 16 bytes field used for compatibility. All its 
bits are set in 1. 

• Length: is 2 bytes a field used to indicate the total 

length of the message including the header. Thus, its 

minimum value is 19 bytes and the maximum value is 

4096 bytes. 

• Type: is a 1 byte field used to specify the message type 

according the following code. 1= Open, 2= Update, 
3= Notification and 4= Keep-Alive. 

In the rest of this part we describe each type of BGP 

messages. 

1) Open Message: This message is sent by the BGP peers 

just after the establishment of the TCP connection. It's used to 
start a BGP peering session by requesting the establishment of 
a BGP session over the existing TCP connection, and sending 

to the BGP neighbour information about the BGP node that 

initiates the session. The open message format is presented in 

the following figure: 

Version 

Autonomous System 

Hold Time 

BGP Identifier 

I 
OPT 

Optional Parameters I 
Fig. 2 Open Message fonnat 

The signification of each field is given as follows: 

• Version : is I byte field used to indicate the BGP's 

version number of the message, currently it's set to 

0000 a I 00 that represents BGP version 4. 

• AS number: is 2 bytes field used to indicate the AS 

number of the sender node. 

• Hold Time: is 2 bytes field used to state the number of 
seconds that the sender node proposes to its neighbor 

for the hold timer. It represents the time that may pass 

between the reception of two successive Keep-Alive or 

Update messages. It must be set in zero or at least 3 

seconds. 

• BGP Identifier: is 4 bytes field used to identify the 
sender node. It's equal to the IP address of the sender 

speaker and it's the same for all peering sessions on that 

node. 

• OPT: Optional Parameters Length: is 1 byte field that 
indicates the length of the Optional Parameters field. 

• Optional Parameters: it's variable field that contains all 

optional parameters for the BGP sessions. 

2) Update Message: it's the main BGP message. Using it, 

the BGP peers exchange their BGP tables that contain routing 

information. An update message is used either to advertise 
feasible routes to a peer, or to remove unfeasible routes from a 

peer routing table. The update message is formed by the 

following fields: 

Withdrawn Routes Len I 
Withdrawn Routes (variable) 

Total Path Attribute 

I Len 

Path Attributes (variable) 

Network Layer Reachability Information 

(variable) 

Fig. 3 Update Message Format 

• Withdrawn Routes: is variable field that indicates the IP 

address prefixes for the routes that became down or no 

longer reachable. 

• Path Attributes: is variable field that indicates the 

attributes for each path announced in update message. 

We will detail these attributes in the next section. 

• Network Layer Reachability Information: is a variable 

field that contains a list of IP address prefixes which 

represent the different destinations announced by the 

update message. 

3) Keep-Alive Message: this message is used to test if a 

BGP peer is steel reachable. A keep-Alive message must be 

exchanged before the expiration of the Hold Timer specified 

in the Open Message. Generally, it's sent every one third of 

the Hold Timer. The Keep-Alive message's length is equal to 
19 bytes since it contains only the BGP header. 

4) Notification Message: is used to signal an error in the 

BGP session. Once the Notification message is sent the BGP 

session is closed immediately. Its format is shown in the Fig. 4 

Error Code 

Error Subcode 

Data ( variable) I 
Fig. 4 Notification Message fonnat 

• Error code: is a 1 byte field that indicates the 

notification type. 



• Error Subcode: is a 1 byte field that specifies more the 

error indicated with the Error code field. 

• Data: is a variable field used to identify the reason for 
the Notification. 

C. Path Attributes 

In this section we will give the principal path's attributes 
used in the Update Messages. 

1) Origin: The origin attribute defines the origin of the 

path information. Its value is specified by the node that 

initiates the path information and it's not modified by any 

other speaker. 

2) AS Path: This attribute indicates the sequence of the AS 
number crossed by a route object included in the update 

message. 

3) Next Hop: This attribute indicates the IP address of the 

router that represents the next hop for the paths mentioned in 
the update message. 

4) Multi_Exit_Disc: The Multi-Exit Discriminator (MED) 

is the metric. It represents a suggestion to an external peer 
used to promote one route within the AS sending the update 

message if many routes are available. The route with the lower 

metric is preferred. 

We note that MED value can be transferred over an iBGP 
session, but if it's received from a neighboring AS it should 

not be transferred to the other ASs. 

5) Local Prel This attribute is included only in update 

messages sent to internal peers. It's used to indicate the 

preferred exit node from the AS for each external route. The 

node with the higher local preference is preferred. 

D. Path Selection Process 

A BGP speaker can receive a multiple advertisement from 

its different neighbors concerning the same destination. 
However, only a single path must be selected and inserted to 

the IP routing table to be advertised later to the other BGP 

neighbors, this single path is the "best path" to reach this 

destination. 
To select the "best path" the BGP speaker can apply a local 

policy as explained in [10] and [11], or generally it uses an 

algorithm that compares each route peers and try to choose the 

best route. 

Next session introduces the security issues in BGP and 

discusses BGP vulnerabilities. 

III. BGP VULNERABILITIES 

As mentioned before, during the last ten years Internet 

environment became a large domain rich in attacks and source 

of bugs. This can present serious problems since BGP does 

not provide any efficient security mechanism, and presents 

many security vulnerabilities. 

The objective of this section is to present the BGP security 
vulnerabilities according mainly on the study's results of [3], 

and also to list some attacks type. 

A. Main Vulnerabilities 

BGP presents diversified sources of vulnerabilities related 
to many weakness points concerning: 

• Protection of the integrity and authenticity of the BGP 

messages. 

• Verification of the BGP peers identity. 

• Verification of the authenticity of the path attributes 

advertised by a BGP peer. 

In the rest of this section we define two main BGP 
vulnerabilities related to BGP messages and to the use of TCP 

protocol. 

1) BGP Messages Vulnerabilities: BGP messages 

represent serious sources of security vulnerabilities that can be 

used to perform attacks against BGP peers. 

• BGP Header: any syntactic error in the BGP header can 

close the BGP session, thus all routes learned via this 

session will be removed. BGP does not offer any 

mechanism to check the BGP header syntax, so any 
outsider can attack the BGP peers session by injecting 

an erroneous BGP header. 

• Open Message: the open message is sent to initiate a 

session between BGP peers. However, if an open 

message is sent through an active session it could cause 

the session closure and could delete the BGP routes 

learned via this session. This weak point can be used by 
outsiders as an attack by sending an open message over 
a session that is already established or sometimes even a 

trust BGP peer can accidentally do the same thing. 

• Update Message: Many security vulnerabilities are 

related to this message. For example, any syntax error in 

any field of the received message may close the BGP 
session. Also, if the update message is received when 
the session is not yet established it causes the session's 

closure. Since BGP does not ensure any method to 

avoid these problems, outsiders can take advantage of 

these message's security weaknesses and can use them 
as sources of attacks. 

• Keep-Alive Message: this message should be sent when 

the peering session is already established, if this session 

is in any other state and the BGP node receives the 
keep-alive message, it switches to the idle state and the 

session is closed. 

• Notification Message: the reception of this message 
causes automatically the session's closure. Because of 
the absence of a mechanism to verify the peer identity, 

any outsider can spoof this message, close the session 

and affect the entire inter-domain routing infrastructure. 

2) rep vulnerabilities: In the previous section, we have 
quoted that BGP uses the TCP protocol as its transport 

protocol. 

This fact actually introduces a serious BGP security's 

concern since all BGP traffic is exposed to all attacks against 

TCP which are much more common in Internet environment. 

In the following paragraphs, we present some BGP 
vulnerabilities related to TCP. 



• TCP Synchronization: the SYN message and the SYN 
ACK message are sent during the TCP session 

establishment. However, a BOP peer cannot verify the 
BOP peer's identity that is requesting the establishment 

of the session. That is why, any outsider can sent these 
packets to a BOP node at the same time with another 

BOP trusted node, so the first node may reject the 

trusted connection and establish a session with the 

outsider, and this can have a serious damages. 

• TCP Acknowledgement: it's used to complete the 

establishment of the TCP session. It can also be spoofed 
by an outsider to be connected with a BOP peer and 

receives all BOP messages which contain all routing 

information. 

• TCP Reset: the receipt of a TCP RST causes 
immediately the TCP session closure, which means the 

closure of the BOP peering connection and suppression 

of all routes learned via this session. It may constitute 
an important threat if an outsider can spoof this 

message. 

B. Exe mples of BGP Attacks 

As we have just explained, BOP have many security 

vulnerabilities, which make it exposed to many diversified 
attacks. In this section we present some examples of these 

attacks as listed in [12]. 

1) Confidentiality Attack: BOP routing information are sent 

in clear text over the peering session, thus any outsider can 
eavesdrop on the peering session and have access to routing 

information. 

2) Message deletion: an outsider can establish a connection 

with a BOP peer using the BOP vulnerabilities already 

explained. Then, he can delete the exchanged messages. 

3) Man-in-the-Middle: Because of the absence of peers 

authentication in BOP, an outsider can easily stand between 

two peers and can intercept all exchanged messages. 

4) Denial of service: it can be caused by many ways, for 

example by injecting large number of routes objects which can 
cause the saturation of the router's table and deny all BOP 

servIces. 

After presenting some BOP vulnerabilities and attacks, in 
the next section we give some proposed solutions for securing 

BOP. 

IV. SECURING BOP 

Several studies and researches have been developed to 

propose a solution for securing BOP. In this section we 

describe three architectures that represent the most interesting 
solutions presented until today. 

A. Secure-BGP 

In this part we introduce secure-BOP (S-BOP) [4] which is 
the first complete architecture that has been proposed to solve 

most of BOP security issues. S-BOP uses three main 

mechanisms: 

1) Public Key Infrastructures (PKl) certificates: this 
mechanism is used to verify the authenticity of the BOP data 

by validating the identity of BOP speakers. S-BOP uses two 
PKI's [13], the first one is used to authenticate address 

allocations, and the second one is used to bind AS numbers to 
organizations, and organizations to routers in their networks. 

All messages sent by a BOP peer are signed with associated 
private key, and the receiver BOP peer verify, using the two 

PKI's; that is came certainly form the peer using the 
certificate. So, it allows a BOP speaker to authenticate all 

routing information coming from the trusted peer, to detect 

and reject easily any outsider messages. 

2) Route Attestations: it's a new path attribute included in 

the update message. Each AS must have an attestation which 

indicates that it's authorized to advertise routes to the IP 
destination. This attestation allows the BOP speaker to assert 
the authenticity of the BOP speaker sending the update 

message, and of the advertised routes. 

3) 1PSecurity (1PSec): to ensure more security against all 

outsiders threat, S-BOP proposes to use IPSec [14] for 

verifying the BOP messages integrity, and the speaker sender 
identity. IPsec protect the BOP traffic against several types of 

attacks including attacks related to TCP. 

S-BOP provides security measurements that allow a 

considerable protection to BOP speakers. 

However, it presents some limitations concerning its 
implementation on Internet network, related specially to the 

use of PKIs' with a large number of nodes and a huge quantity 

of traffic. 

B. Secure origin BGP 

Secure origin BOP (soBOP) [5] introduces a secure registry 
of securing information named "authorization database" which 

allows a BOP speaker to verify the authenticity of the received 

routing information. It's mainly based on the use of public 

keys PKI', and introduces three types of certificates [15]: 

1) Entity Certificate: it's an X. 509v3 [13] certificate which 

binds each soBOP speaker to a public key; it allows the BOP 

speaker to verify the identity of the peer sender. 

2) Authorization Certificate: it's a certificate used to verify 

if a soBOP peer is authorized to advertise routes, it helps to 
protect the authenticity of routing information. 

3) Policy cerificate: it's a certificate that includes a set of 

policies applied to the advertized routes that are approved by 
the Authorization certificate. 

Clearly, soBOP uses the same mechanism as S-BOP which 

is the PKI. However, when S-BOP demands a certificate for 
each update message, soBOP uses only a set of certificates for 

the all exchanged message over a peering connection. This 

makes soBOP more feasible in a large scale implementation. 

Nevertheless, security level in soBOP is questionable and it 

does not provide a complete architecture for securing BOP. 



C. Pretty secure BGP 

The objective of pretty secure BGP (psBGP) [6] is to 

equilibrate between security measurements and deployment 
ability. It operates basing on two trust model: 

1) Centralized trust model: each psBGP speaker demands a 

Public Key Certificate from one of the trusted certificate 

authorities, e. g. Regional Internet Registries (RIRs) [16], 

this certificate is used to verify the AS number's 

authentication. 

2) Decentralized trust model: it's used to verify routes origin. 

Each AS creates a Prefix Assertion List named (PAL) 

which contains address origin assertions of the local AS and 

its peers, the origin's verification is ensured by comparing 

the PAL with the advertised origin. 

psBGP provides new mechanisms to resolve BGP security 
vulnerabilities , these mechanisms are adapted to large scale 

implementation. 
However a certain weakness is signaled related to the 

origin authentication procedure. 

In this section we have presented three solutions for 
securing BGP, but we note that several other researches and 

studies that have been proposed or are still in progress 

introduce other procedure to secure BGP. 

However, until today no proposition has actually succeeded 

to compromise a strong level security and feasible deployment 
especially in large scale, that is why no solutions has been 

standardized yet for Internet implementation. 

V. CONCLUSION 

In this paper we were focused on security issues 

concerning BGP, which became a serious concern especially 

because of the large number of threat in Internet environment 
today. 

The BGP protocol is presented in this paper and its 

vulnerabilities are given. Some proposed approaches for 

securing BGP are cited and described in order to give their 
advantages and their limitations. 

In future works, we intend to propose our own approach for 

securing BGP considering the compromise between a strong 

security level and a feasible implementation. 
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