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Agenda

1. Routing Director |

2. Proactive Monitoring

3. ACX7000 A= 1 |

4. Observability Demo

5. Active Assurance Demo
6. Al for Paragon

7. Q&A
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WHAT IS THE PARAGON?

Intent Based SDN Routing Director A.l Driven Enterprise

MPLS Layer

IP Layer

__________________________________________________
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Juniper Paragon Automation powers the WAN

Paragon Planner(formerly NorthStar Planner)
H . &/ Axgn’ p@ed £.10 Vv, =id
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Paragon Pathfinder
(formerly NorthStar)
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Cloud-Native
Open, DevOps

Cloud SaaS

ACX Series

@ ROUting Active Testing (formerly Paragon Active Assurance)
JIF| v=ad 0n v/ Aankg slamaqgt 4 of
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Paragon Insights (formerly HealthBot)
N

o N TAL O o He Ax & O» x t £ | ===
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Open APIs Real time streaming
telemetry Active Sensing

: / @ _ I Edge cloud \ @
Access Aggregation Edge/core
Scalable IP service fabric
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Paragon Automation- All together now

Everything you need for intent -based networking in the WAN

< <
e:g Juniper Paragon

@ g @ ®

ASSURE OPTIMIZE

Define & Fulfill Intent Test & validate Experience MO, ClEEIes, Fix/Optimize
recommend
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e:g Juniper Paragon

10+ Years of transport automation innovation

Today: fully end-to-end use cases in one product
Cloud-Native
Open, DevOps

\ / :
i Paragon e‘g Paragon_Automatlon

J Pathfinder

A __O 4
Paragon ?.’.::.?l
AN\

Planner | 6{g-°

@

+ Use-case based

Paragon 4 /=~ l t = para
A t Y : gon
- E— Assurance @ r Insights + Easy button (UX/UI)
AW D o + Intent-driven
| | Paragon App:llcatlons (1.0)
Healthbot  Northstar ' + ML er?abled’ Already
+ Active Assurance + API First
Standalone products + Closed loop :
Industry best SDN Controller + Cloud-native Applications 2024

Multi -vendor
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e:g Juniper Paragon

Observabllity ASSURE

Curated and prioritized to give you actionable intelligence Observability
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r 1
| Expand All Collapse All |
- WAN Health Trust "IN SColipe NI E)
’:M. Service Metvic Latest impact rate Total affected Average Health - Last 60 Minutes
uuuuuuuuuuuuuuuuuuuuu
Jrstoxee @100 0 I
© 1% ARy M e e —=e=
= Memon,
ey > Device Health 68 Devices
Unheaithy
0
ne
o
: .
==
uuuuuuuuuuuuuuuuuuuuuu 2%
> Network Health °
o : Unheaithy
surea e -
Frea: 139 Tott 31 op: 2 4G 30
H Storag: TR
e e ) > Interface Health
Jmn Unheaithy 200
1oy
o
# Temper: e
Coreo Mp— [} > Trust Health
core0 e om Upwards
S xnssnsnaas
s canmsnsatnar =
cornz snsnass -
B PUTIRIeES oy pr—
e arrmansann
s PSSP — f— -
risicatido RO e . — ot —
Physicatido Saneindaion : ‘ —_— o=
% Eventlog - 0w -
Iw..mm I omoga.menetic.ong p-sddressss: 5 2dded, Surchinged . .

Voax, 1 v, JAX4G/ b oy o

V e’ 0G0 d1t et A % UE a0,
i, Ga oy o £

X o % VA, eqr TA

X E" HiE+on V4, e/ 7 d1ta Ve g

T Vet HEEFON A4 " &E" Junper |

Juniper Business Use Only

NETWORKS



e:g Juniper Paragon

Network trust & compliance

Continuous monitoring with drill -down from network health to device configs
, - C oz JKBCJIE’

Command-Injection Bug in Cisco Industrial
Gear Opens Devices to Complete Takeover

wenen . O0OpPS. Cisco installed wrong firmware on some
boxes and they report fake ‘severe faults’

Vulnerability in Cisco industrial
appliances is a potential nightmare

(CVE-2023-20076) Cisco Warns Supply Chain Issues Causing
Spike In Gray Market, Counterfeit IT Gear

Florida man arrested for selling $1 billion in fake Cisco
hardware online

X —W/Wamt » X V =W/ Wy T O § 72

X a4y #+¢ V Os ZTP,HW +SWW /|

X" aCrlwor»xn S n R Vee gy~ arw,4-J,dJf > E "
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e:g Juniper Paragon

Device onboarding

Faster and easier with guided workflows and verification at every step
°©Z" JKCIE~ MXXc« '

= PRODUCT LOGO Q
Organization: SVL_321

Onboarding DLLSTXRNACX7k

@ Onboarding complete!

@ Remote connectivity

o Hardware
° Interfaces
° Optics

° Trust

° Fiber tested / connectivity

‘ pack ‘ “
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e:g Juniper Paragon

ASSURE
ROUtlng ACtIVG TeStlng Active Assurance

AAi wd~ " 1,
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Source: Independently conducted survey of 200 US enterprises, requested by Netrounds

Source researchgate.net
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VM

Source researchgate.net
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PING OK

~ ~ — = _— /] -IT‘
-

WEB CONNECTION OK
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HW Fault

@

P
”‘--T\

Firewall Policy

Source researchgate.net
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HW Fault
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VM

TCP 8080

VM

VM

TCP 3306

Source researchgate.net
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LOADBALANCING

Port 1 .
Port O . : Port 2 .
— | _Port3 |
Hash
function

Protoc Dst IPv4  SrclPv4
ol Addr Addr

Source researchgate.net
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HW Fault

VM

Source researchgate.net
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Firewall Policy

== ==

@ w

TCP 8080 KV|\, TCP 3306

Source researchgate.net
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Active Assurance

e0e® < >| @M 0 @ 172.2714121

JEOE

=  PARAGON ACTIVE ASSURANCE

Dashboard
Monitor
SLA Name 06:25:22 06:40:22
[ ] Monitor Test

Page 1 of 1 1< < > >l

Tests
Name Started
o Throughput Test 2021-03-17 22:49:09
Q Connection 2021-03-17 22:42:25
o Connection 2021-03-17 22:41:05
!. Connection 2021-03-17 22:35:21
€ connection 2021-03-17 22:33:43

v3.0.1
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Show all

Any Creator Vv mlh]5h|24hllwl4W|1Y|V|

Errored Seconds (ES):

o Scheduled Q Pending Q Waiting e Running 0 Passed 0 Failed

Share

0% 10.1% M1% M10% M50% MNo data

Show all

Share

! Error QCanceled °5kipped

| =
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Paragony &t 1t 0o :H= B4 > Active D

‘Q Test Agent @ Built-in reflector

@ HTML5 Test Agent —— Active traffic for test sequences
or continuous monitoring

SD-WAN/ Pa”"er@ SDIVr\]/tXan/?\z/PLs e e '
Cloud =
Edge D u =
SD-WAN underlay QoS configured Security and routing
Issues? correctly? policies properly set up?

uniper Business Use Only Jun”:)er | 22

NNNNNNNN

© 2020 Juniper Networks ]



Juniper



HARDWARE DESIGN

Generative Al Sustainable IT

P 7 ZREEE
b P&O

~

.
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THE JUNIPER ACX7000 FAMILY
POWERED BY PARAGON AUTOMATION
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. . >N m P 1 En ACX7000" 7

“EW, o E,J 4 EL_ |t ACX7000 AP >
Scalability Space Efficient
Ao, > ¢ :Fixed Type / Fixed + Modular / Fully Modular AACX7509 9 Slot Fully Modular Chassis : 5RU
Ao, 4 +G £~ :1/10/25/50/100/400GbE AACX7348/7332 3 Slot Modular Chassis + Fixed : 3RU
Capacity & Scale Low Power Consumption
AACX7K§ A Jericho2 (J2C) PFE Board AACX7509 Typical®# o 1 X I :1500W
AAGBHBMK o = AACX7348 Typical®# 0o 1 x II :520W

*

JUNOS

EVOLVED

Lower Power More Space Lower
61'77% Consumption 29'64% Efficient 53'71% TCO

© 2020 Juniper Networks Juniper Business Use Only JUOLRQS[-
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M m P 1 ENR ACX7000 " 2

Paragon
Automation

ACX7000 Family

ACX7100-48L JEEE ‘ : ACX7509

®
JUNOS

EVOLVED

ACX7020 ACX7024X L ‘ |
——— o > T AT T Al-Enabled

Il

19 i, I o -0l aalan T

Fixed + Modular, *2.4Tbps  Fully Modular, *4.8Tbps K_.)

Fixed, *80Gbps Fixed, *360Gbps Fixed, *4.8Tbps
-/
el

Juniper Optics +

ified .
pon T2y Cloud-native by

IP Services Fabric p « J| Active Assurance Zero Trust Design

L .
a > = ¥
V Converged + Network Slicing + : + Security a0

(EVPN, SRVG) .‘..____”_. ﬂJ ZRIZR+ % @

V Scale Out + Scale Up

Jjuniper | e
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n ACX7000 -

73

ACX7348
Tt 5" 4H

Aty
./ & b 4Tbps NIF o1

ACX7024

Aty T%,°"4™H
./ & Jb 1Tbps NIF o1l

_____ HI

..... i H RETA LR
ACX7020
s

Be'

'[' &
AX G/ &

=)

Spine / Leaf , ™ b ¢

ACX733
b x31 wd& VPN Tu
Al

b x1 yd VPNd Tu
Al

ACX7100-48L
TF, 2" F+H

10-50G
. tHE N
J b 4Tbps NIF o1

ACX7100-32C
T 1,57 F™H

W-tL

AT WY
Deep K  LEAF,

BNG'AX 8/ &
ACX7024X 100G A ¢ @ ¥
. +H$ 1 DeepK SPINE,
BNG J'b 4Tbps NIF o1

Aty T iHEGR L/
— 100Gbps NIF oI
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ACX7509

vV / 7N (lean edge) —
e 0o d TCOY —

25T NIF capacity with 2" Gen FEB

N
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JUNOS EVOLVED

JUNOS EVOI =, %

AJUNOS Evolved(EVO): » " &% Tu Ad L — N"Eb os V&  *CL Y AM2X QEH 0|2 5 7|Z2] JUNOS O|A M B8t Zaf S sct,
AJUNOSEVOokaB ' ¢+ L. -~ Ag LTyAd  HET7 EOsE®™ E U

A F JUNOSIE FreeBSD~s \V £/ AR HlIEe3 ,JUNOSEVOIE Native= b & Ad / AR Hf o, 5 b QT " R
ATu ws$ & 1 (DDS)" o9 0 s0e» 7 s st $+H pal—- ~AD Y » @ (PublishbSubscribe)

Forwarding
Plane
Management 4 Routing
(MGD) (RPD)

\ A
* -
DDS

) @R perom  reic  pre ([REED

---- EEEN Lil'|IJ!<
)  m S _
° " Brrrel Hardware — Juniper Netwarks or 3rd Party

""" ACX7K HW
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GenAl Timeline for Networking

GenAl Network Operations Functionality Timeline

® ® ® »

» Conversational » Broad troubleshooting + Predictive troubleshooting
documentation access assistance « Automated self-healing
« Basic troubleshooting « Cross vendor syntax + GenAl becomes the new GUI
assistance conversion
» Network design/setup
assistance
source; Gartner
804999 C
Gartner

uniper Business Use Only Jun”:)er | 33
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LLM Connector

® A

Azure Open Al

Ilm connector (Experimental)

Establishing connection...
Connection established to ASK paragon.
ask-paragon> : ||

[] -

Paragon Automation 2.0
Al Agent

Paragon Automation 2.x

Enterprise Campus Enterprise DC
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Observability ~ / Health ~ / Troubleshoot Devices ~

SVL-acx7024-09-dc @

OVERVIEW INVENTORY

Status (?) Ready to Install e Ac

> Identity & Location &

> Remote Management @
> Hardware @

> Interfaces

> Software o

> Configuration @

> Routing and MPLS &

> Connectivity @

/ SVL-acx7024-09-dc

Tech Support [ View Documentation [4

I Healthy

© Urgent Action Needed

© Healthy

) Action Needed

) Action Needed

@ Healthy

(=) o




How about answering
guestions about
MY NETWORK, SERVICES,
ISSUES?

Jjuniper | s
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Troubleshoot Devices v

Troubleshoot Devices @

Urgent Action Needed Action Needed Connected Disconnected
o 4 A New alerts vs last week m 0 No change vs last week 4 0
l;port v ] [ More v
Hostname Severity IPv4 Address Model Serial Number OS Version Site
© Urgent Action Needed
Q » Q Q Q Q bt
BOGOTA-MX-204 @ Urgent Action Needed 10.83.154.7 MX204 GK509 23.2R2.18 BOGOTA
SFO-ACX-03 © + Urgent Action Needed 10.83.152.250 ACX7024 FL4722AN0052 23.4R1.10-EVO SFO
MADRID-ACX-04 © Urgent Action Needed 10.83.152.251 ACX7024 FL4722AN0082 23.4R1.10-EVO MADRID
SINGAPORE-ACX-05 © Urgent Action Needed 10.83.152.252 ACX7024 FL4722AN0120 23.4R1.10-EVO SINGAPORE

Display 15 v




Troubleshoot Devices v

Troubleshoot Devices @

Urgent Action Needed Action Needed
4 4 A New alerts vs last week @ 0 No change vs last
Hostname Severity IPv4 Ad

© Urgent Action Needed

4 T
BOGOTA-MX-204 @ Urgent Action Needed
SFO-ACX-03 @ + Urgent Action Needed
MADRID-ACX-04 @ Urgent Action Needed
SINGAPORE-ACX-05 @ Urgent Action Needed

4 items

Critical RPM threshold
High RPM threshold
Low threshold
Measurement

Fan state color

PSM (Power Supply Module) power usage
PSM temperature

PSM power usage state color

FPC (Flexible PIC Concentrator)

CPU, memory state, temperature

PFE (Packet Forwarding Engine) discards
NPU (Network Processing Unit) resource
PFE pipe stats

FPC state color

System Health

NTP synchronization status

System CPU, memory utilization

NTP sync color

Routing engine CPU utilization color

Interfaces

IFL (Logical Interface) state

Interface FEC, CRC, framing errors

Interface in/out errors, traffic state, flaps
Optical signal loss, FEC, TX/RX power
Interface physical interface traffic
Interface link state color

This collection of KPIs spans across various domains such as
EVPN, BFD sessions, system health, hardware components,
interfaces, and more. Each KPI is focused on monitoring the
health, performance, and efficiency of network infrastructure and
services.




Does It understand
CONFIGURATIONS on my
network?

Jjuniper | s
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Instances v

Service Instances @

Service Instances

Name

sales

1items C

Customer

AKME

Service Design

13vpn

Design Version

0.5.43

http://10.99.178.76:8000/ as PAPI URL
sing http://10.108.204.47:12000/ as API aggregator URL

sing http://10.106.140.23:9000/ as Insights config-server URL

sing http://10.99.65.158:9000/ as Insights api-server URL

sing http://10.96.219.8:11000/ as Foghorn config management service URL

sing http://10.108.31.162:80/rpc/v1/execute as octalk rpc

elcome to Ask Paragon. Send a message or type /? for help

onversation history is being reorded in the file: /root/ask-paragon/logs/20240626-(

1643_9839_logfile.log
ask-paragon> :
ask-paragon>

sk-paragon> list my vpns

Message list my vpns

Response

(20.0s) Running: get_vpns()
Running:

get_customers()

get_vpns()

Running:
get_service_instances(customer_ids=['l7laab6e-2d96-1lef-b53b-..
'2b05fd7a-2d9%96-11ef-b830-9e7b06da58d0",
‘853a7e25-2edb-11ef-b53b-82bdd05d£89d",
'eeclb03c-2edc-1lef-b53b-82bdd05d£89d"',
‘'bdb409b0-32a4-11ef-b830-9e7b06da58d0'])

Design ID Instance ID VPN Name

13vpn sales bdb409b0-sales




Can you help me to
MIGRATE from CISCQO?

juniper | a
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. . ask-paragon> :

$ ask-paragon>

. ‘ ask-paragon>

Troubleshoot Devices @ ask-paragon>
ask-paragon>
ask-paragon>

Urgent Action Needed Action Needed ask-paragon>
ask-paragon>
\ 4 4 A 300% vs last week 65 0 No change vs last wask-paragon>

ask-paragon>
ask-paragon>
ask-paragon>
ask-paragon>
‘ask-paragon>
ask-paragon>
ask-paragon>
Hostname Severity IPv4 Addfask-paragon>
ask-paragon>

© Urgent Action Needed ask-paragon>
Q v Q lask-paragon>

L ask-paragon>
ask-paragon>

@ Urgent Action Needed 10 33-“54-1ask-paragon>
‘ask-paragon>
© + Urgent Action Needed 10.83.152. 2ask-paragon>
ask-paragon>
© Urgent Action Needed 10.83 152.]aSk‘parag°n>

ask-paragon>
ask-paragon>
ask-paragon>
ask-paragon>
ask-paragon>
ask-paragon>
‘ask-paragon>
‘ask-paragon>
lask-paragon>
lask-paragon>
l‘ask-paragon>
ask-paragon>
ask-paragon>

© Urgent Action Needed 10.83.152.3

4 items




Does it have to
USE Cloud?



Support of Llama models in LLM Connector

- Llama models are offline models. The customer
can bring it up on their internal server without

Lo sending any data out from their network
I Llama models deployed via Ollama can be
H configured for LLM Connector.
(OX

+ g B
)2
» _-— .

Tested with Llama 3.1 : 8b, 70b, 405b

20 Juniper Networks Juniper Business Use Only JUHLE\)A@!‘ ‘ a4



i Hama 51 Nemotron 4 GPT-4 GPT-4 Claude 3.5

S u g g eSte d L L M M O d e I S e 4058 3408 Instruct (0125) Omni Sonnet

General

f L L M C MMLU (0-shot, CoT) 88.6 WZ,SEZT:_ 85.4 88.7 88.3
O r O n n e Cto r MMLU PRO (5-<hot, com) 73.3 62.7 64.8 74.0 77.0
IFEval 88.6 851 84.3 85.6 88.0
hHu-manEvaI {0-shot) 89.0 73.2 86.6 90.2 92.0
MBPP EvalP| 88.6 1
For 2.3.0 release, 728 86 878 %05
. Math
A The suggested Llama model is GSMBK 310, o) %638 923 94.2 961 %64
llama3.1:405b MATH (0 <10t co 738 M1 645 76.6 7
A The suggested LLM modebjst-4 and
ARC Challenge (0-shet) 96.9 94.6 96.4 96.7 96.7
gpt-4o0
GPQA (0-shet, CeT) 511 ~ 41.4 53.6 59.4
Tool use
BFCL 88.5 86.5 88.3 80.5 90.2
Nexus 58.7 - 50.3 56.1 457
Long context
ZeroSCROLLS/QuALITY 95.2 - 95.2 90.5 90.5
InfiniteBench/En.MC 83.4 - 721 825 -
NIH/Multi-needle 98.1 - 100.0 100.0 90.8
Multilingual
Multilingual MGSM 91.6 - 85.9 90.5 91.6

(0-shot)
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Configuring a sample Llama model in Ul:

Juniper Business Use Only
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