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eduroam Compliance Statement

This document outlines the minimum technical and organisational standards for roaming operators (RO) and roaming
confederations (RC) in order to provide the global eduroam service. Implementing the minimum standard requires the
coordination of roaming operators (RO) and roaming confederations (RC).

This document is subject to change by the Global eduroam Governance committee (GeGC), based on feedback from ROS,
RCs or individual eduroam users. Any changes will be managed via version control and relevant TERENA change control
processes.

‘The TERENA co-ordinated GeGC comprises of representatives from ROs and RCs; they have written this document. Any
feedback regarding this document should be directed to <gegc@terena.org> for consideration.

In case of a dispute regarding the status of an entity (IdP, SP, RO) in the eduroam service that cannot be resolved by the
responsible RO or RC, the GeGC will give the final ruling.

1. Terminology
1.1. eduroam

eduroam is a federated roaming service that provides secure network access by authenticating a user with their own
credentials issued by their IdP.

1.2. eduroam Identity Provider (eduroam IdP)
An entity that is responsible for user credentials and operation of an authentication server for eduroam access for these
users. 1dPs are in some regions also known as "Home Institutions”.

1.3. eduroam Service Provider (eduroam SP)
An entity that operates an access network on which eduroam users are admitted to access Internet services once they are
successfully authenticated by their IdP. SPs are in some regions also known as "Visited Institutions

1.4. Roaming Operator (RO)
The entity that operates the eduroam service for a country or economy and that Is recognised s such by the RC to which
it belongs or, i case the country or economy is part of a geographic region for which no RC is established, by the GeGC.
The RO may be a National Research and Education Network operator, for example. ROs are sometimes referred to as the
‘eduroam operators”.

1.5. RADIUS Proxy Server (RPS)
RPSs are established and maintained in order to provide the technical infrastructure (L., RADIUS server hierarchy) for
the global eduroam service.

Top-level RPSs for a geographic region are run by the corresponding RC. In cases where no RC is established for a specific
region, the GeGC, advised by the ROs of that region, appoints the ROs that will run the top-level RPSs for the region.

1.6. Roaming Confederation (RC)
An entity that consists of a cohesive set of ROs serving a geographical region and that is recognised as such by the GeGC.
The “European eduroam Confederation” is one example.

2. User identification process
2.1. eduroam uses technologies that allow the identification of every individual user which joins an eduroam SP network
The user identification process is defined via an out-of-band communication between the eduroam SP and the user's
‘eduroam 1dP to identify the inner EAP identity of an end-user. The user identification process requires sufficient logging
information to be recorded at both the eduroam SP and eduroam IdP. The result of the user identification process is for
the responsible eduroam 1dP to uniquely identify the user who triggered a particular use of an eduroam SP network. The
user identification process expressly does not include that this user identification is transmitted to the eduroam SP.

3. Technology compliance for eduroam EAP packet transfer
3.1. An RPS operated by an RC, RO, eduroam IdP or SP MUST forward EAP-messages it receives, destined for eduroam
participants, unmodified to the appropriate RADIUS server (be it RC, RO or IdP) as determined by the eduroam routing
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4. Administrative and technology compliance for ROs
4.1. The RO is responsible for ensuring the eduroam service operation within a particular country or economy.

4.2. The RO may also be responsible for ensuring the eduroam service aperation within another country or economy, if no
appropriate entity exists in that country or economy that is able and willing to operate the eduroam service for that
country or economy. Each case of this kind requires explicit approval from the RC for the geographic region that the
country or economy s part of, or, in case the country or economy s part of a geographic region for which no RC is
established, from the GeGC.

4.3. The RO has the authority to determine the eligibility of eduroam 1dPs, being organisations engaged in research
and/or education, in its country or economy.

4.4. The RO has the authority to determine the eligibility of eduroam SPs in its country or economy. There are no
restrictions for the eligibility of eduroam SPs as long as the eduroam SP technical requirements are met and access is
provided to all eduroam users, irrespective of their origin and without charge.

4.5. The RO MUST establish communication channels to all other ROs. This can be via an RC or via the eduroam regional
operators list. An RO MUST be reachable within a reasonable time on this channel

4.6. The RO SHOULD publish information about the available points of presence of eduroam (SP sites) in its country or
economy In an adequate manner defined by the GeGC.

4.7. The RO MUST establish communication channels to the eduroam SPs in its country or economy to be able to
communicate changes in requirements and resolve problems.

4.8. The RO MUST publish information about eduroam services on dedicated web pages containing the following minimum
information:

4.8.1. Text that confirms adherence (including a url link) to an RC policy (if applicable);

4.8.2. Alist of 1dPs and a list or map showing eduroam access coverage areas with links to each eduroam SPs web page;
4.8.3. The contact details of the appropriate technical support that is responsible for eduroam services and mailing list(s).
4.9. The RO MUST make sure that the eduroam 1dPs and eduroam SPs in its country or economy maintain sufficient
logging information to allow the user identification process to terminate successfully. Means to achieve this goal are set
forth in the appendices A and B.

4.10. The RO MUST register the eduroam name and logo as trademarks in its country or economy, if the eduroam name
and logo have not been registered there as trademarks of TERENA. If an entity is no longer recognised as an RO by the
RC of the geographic region that its country or economy is part of, or, in case no RC is established for that region, by the
GeGC, then the entity MUST transfer the ownership of the trademarks to TERENA.

5. Administrative and technology compliance for eduroam IdPs and SPs

5.1. The requirements for eduroam IdPs and SPs are listed in the Appendices A and B of this document. Those
requirements are subject to technology changes and feedback from ROs, RCs or individual eduroam users. Any changes
agreed by a majority of the GeGC will be managed via version control and will take effect for all parties that have signed
an earlier version of this document.

By signing this document, an RO or RC unilaterally declares to implement and adhere to the rules set forth herein. By
signing this document, an RC commits to ensure that the ROs that make up the RC implement and adhere to the rules set
forth herein. By signing this document, an RO commits to ensure that the eduroam IdPs and eduroam SPs in its country
or economy implement and adhere to the rules set forth herein

Failure to adhere may result in the removal of an entity’s recognition as an RC or RO, including removal of the right to use
the eduroam name, logo and trademark
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6 GHz 5 GHz 2.4 GHz
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WLAN i i i ¢ :| WLC
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o Device Uptime:
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WLAN Name ID Clients  Usage <\|/_ o System Time:
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DebConf24 Video 2 10 0 40 GB No device classification available 8) oree ype
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QEAA EOQ 2 CA|EE ZJ|

* (O4) Internet 2 2| eduroam manager portal
o 22| X}7F InCommon ID Federation 22 219l
* https://servicel.internet2.edu/Shibboleth.sso/IAM Login

Authentication Log
Time ¥ VISINSTID ¥ NEXTHOP §7 RESULT 7 FAILURE ¥ VISCOUNTRY ¥ EAPTYPE ¥
2022-03-11 16:03:10.345  painless-security.co... internet2.edu (0] ¢ us TLS
2022-03-11 16:03:10.343  painless-security.co... internet2.edu (0] us TLS
2022-03-11 16:03:10.341 painless-security.co... internet2.edu (0]3¢ us TLS

2022-03-11 16:03:10.339  painless-security.co... internet2.edu (0] us TLS

2022-03-11 16:03:10.336  painless-security.co... internet2.edu (0]3¢ us TLS

2022-03-11 16:03:07.864  painless-security.co... internet2.edu (0],¢ us

2022-NA-11 1A-NANT RAR nainlacc.cariiritv ~rn intarnat? adn Nk 1<

« (1) https://spaces.at.internet2.edu/display/eduroam/eduroam+log+viewer+Basics


https://service1.internet2.edu/Shibboleth.sso/IAM_Login

AS-IS

- 7|28 O7= MOU 8l Asa [[I|1

e(iuroam KR
TO-BE
SSE MOjED HO|X| 715

(0d)) O/= Internet 2

O 52 AJHHO0|X|0| THS HO|X

* https://incommon.org/help/
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RadSec 3! Test Point £ ¢!

AS-IS TO-BE
RadSec 29! | UDP 7|H} RFC 2865 RADIUS (2000.06) TCP 7|H} RFC 6614 RadSec (2012)
NROZ} B2jsts | 2O 24 perfSOANR X &
Test Point =& [{gt 7|20 T3t/ ol Y2 HAE @  AS2HE RADIUS 215 HIAE 3

Inst B Inst C

Inst B NRO RO Inst C . NRO RO .
WiFi WLC RADIUS RADIUS WiFi WLC T(e;; d';‘;'cr;t RadSec RadSec T(eF;: d';‘;'cr;t

Inst B Inst C
WiFi WLC WiFi WLC
(RADIUS) (RADIUS)
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RadSec % Test Point = ¢!

authorize {

if (User-Name ==" ") {
update request {

&Cleartext-Password := "

}
}

proxy-to-home-server

B.KR } C.KR
| |

Inst B Inst B NRO RO Inst C Inst C
WiFi WLC s Test Point p— s Test Point s \\/iFi WLC

(RADIUS) (RadSec) fReeked feeled (RadSec) (RADIUS)
Local ) ) Local

@ - ) Emm sceosc mmmmm) @ m)
Check Health Check Check

# radtest @B.KR C.KR_TEST POINT IP 1812 radsecret
# radtest @C.KR B.KR TEST POINT IP 1812 radsecret




f-ticks = ¢

* https.//f-ticks.edugain.org/about.html

e(iuroam KR

F-TICKS/<federation-id>/1.0#AP=<SAML-IdP-entity|D>#RP=<SAML-SP-entitylD>#RESULT= <authentication-result-code>#TS= <timestamp>#

List of participants

Code
AAI-EDUHR
AAIEDUMK
EDUID-CZ

IDEM

SAFIRE
SWAMID

YETKIM

Name

AAI@EduHr

AAIEduMk

edulD.cz

IDEM

SAFIRE

SWAMID

YETKIM

Currently F-ticks are collected from selected IdPs from the following federations:

Country
Croatia
Macedonia
Czech Republic

Italy

South Africa
Sweden

Turkey

wwwww

output {

syslog {
host => "collector.f-ticks.edugain.org"”
message => "%{syslog_message}"
codec => "plain"
port => 514

}

elasticsearch {
id => "fticks"
hosts => [ "localhost:9200" ]
index => "fticks_edugain”

}

* https://wiki.govroam.uk/doku.php?id=public:fticks

F-TICKS/govroam/1.0#REALM=%R#VISINST=%{Operator-Name}#VISCOUNTRY=GB#CSI=%{Calling-Station-Id}#RESULT=OK#



MadDash =

QEAMA O 7|2

TO-BE
7|2k Zk els A =0l TS
7|2 7 HE Bof gol Ths
FN IBS KISTI KAIST GIST
IBS 200 100 300
KISTI 100 100 300
KAIST 100 200 300
GIST 100 200 100
FN IBS KISTI KAIST GIST
IBS 0 100 300
KISTI 100 100 300
KAIST 100 0 300
GIST 100 0 100
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eduroam database specification ver 1 (2007)

Supporting services

°
ecluroam

monitor.eduroam.org Facts (DB) ~ Maps ~ Monitoring ~ Statistics (F-ticks) v

eduroam database v.2.0.1

« Specification eduroam-database-ver30112021.pdf (PDF)

Old specifications

0ld specifications and examples may be found on this page.

Table of available domain and data files

Code results are -1 data is not present, 0 data is present but not valid, 1 data is present and valid.

In case of policy (PO) 0 mean not signed, 1 signed, 2 leter of intention and for www.eduroam.TLD (www) -1 mean no DNS entry for domain, 0 DNS

entry is present, but no WEB server, and 1 domain is present and WEB server is available.

Country PO www

be 1 1
es 1 1
fr 1 1
hr 1 1
is 1 1
i 3 1
kr 3 0
it 1 1
me 1 1
my 3 1
nl 1 1
no 1 1
rs 1 1
ru 0 1
sg 3 1
ug 3 1
uk 1 1

us 3 1

Configure your device (CAT)

RE

Login

TO-BE

e(iuroam KR

eduroam database specification ver 2 (2021)
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(0f)) SC24 HALZE2| 37l2| SSID

e eduroam
e IPv4, IPv6 S LA

« SC24

e IPv4, IPv6 S LA

« SC24v6
* |Pv6 only

EH
=

EH
=

=

CONNECT TO
SC24 .- EDUROAM

$C24V6

PROBLEMS? VISIT THE SCINET HELPDESK (BOOTH #2055)

Please Turn Off Your Mifi And Hotspot Devices To
Improve Wireless Service For Everyone

OFFICIAL WIRELESS PARTNER OF SCINET AT SC24
Partners In

Group
ducation & Research

[2

veo v @)/ Zheeren TATCHPC | @) == sighpc
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GitHub / GitHub Pages &

- MY glo| & = AE
« GitHub%| markdown, html €2 &
- DNS CNAME &7
* https 215 M Xts 2 (Let's Encrypt)

[ Signin I

8 KREONET / dc24.kreonet.net ' Public L2 Notifications % Fork 0 W Star 0
<> Code ( Issues {9 Pullrequests (») Actions [ Projects (@ Security |~ Insights
[ ¥ main v  dc24.kreonet.net | pages | vyos-router.md (& Q Go to file

&) msjang Contents added v 7385689 - 4 months ago )

13 lines (9 loc) - 486 Bytes

Preview | Code | Blame Raw @ & 2 ~ [
1 —
2 layout: page
3 title: VyOS Router
4 permalink: /vyos-router/
5 —_
6
7 ~ # Vy0S Router
8
9 DebConf24 QIZ2EI2 KREONETZH KOREN & PAEY LEYIE oisst7| 950, QEAA 2teY Z3ECl Vy0SE 8L
10
11 28 sioeloje] Al U M Cfg HolX|ojA Eelg 4 UsLich [DebConf24 Router - KREONET WIKI] (https://w
12
13 <img class="screenshot" src="/assets/images/dc24-vyos-router.jpg" />

https://github.com/KREONET/dc24 .kreonet.net

eoe M- < @ https://dc24.kreonet.net/vyos-router/ el M +

< DC24 Infra Dashboards

VyOS Router

DebConf24 QIZ2tEl2 KREONETZ KOREN & PAER! HIEYIE AS317| 9lst0], 2E4A 2t Z3HEQI vy0S
s ggsigaL

SE8

GbE Router (Vyos)

ONET Ja K

YT Y IYY T P P P P Py P P Py P | Y P o Py

wl-J‘.'J‘.J;J..LLL £

e

© DC24 Infra Team

DebConf24 QIZ2} E2 S0 A JHZE|2{H DebConf24E XI5 25101 HESIS 3|1MBAL 2, HH

https://dc24.kreonet.net
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GitHub / GitHub Pages &

2572 0 & LM Of K|
« ('2=3) https://github.com/eduroam-kr/idp_info_template
- (28, 78) eduroam.kaist.ac.kr , eduroam.dgist.ackr,

« www.eduroam.kr 4| O| X|

« (2|&) https://github.com/eduroam-kr/www.eduroam.kr
e LR HAS MO A 02

O o= = T

- 0| && EIGO[H XML LY 2 AH
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GitHub / GitHub Pages &

1 MA

* https://github.com/eduroamkr
* https://github.com/eduroam-kr

* Test Point
* https://github.com/eduroam-kr/idp-testpoint-proxy

-+ RO, NRO QIZ2} HE
» docker-compose
* server config (without secrets)
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