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A Simple Jailbreak _

Bypassing OpenAl’s
Structured Outputs:
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Al Access ; 3rd-party Al App AFE-S

Discovery  =xol Algslis M= Al App A/

sty Al App2| 9{dS HIFSHal LIHI0|A
O F

Detection 2IX|, HIESIZ Sof Tist a2t el

| Cisco Secure Access
Protection  (SSE/SASE)

% %—5” 3rd-party A App *l-_g_ HO} X *xH &Il_g_

- O ™1
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Al App Discovery (secureAccess

Leverages

Secure Access to identify 3rd pa

score and protection status. Learn more

Risk ] First detected date l 48 results

rty generative Al applications, their usage, risk

Application name Risk score First detected Total web traffic
[? Al Assistant New @ Very high Jan 2, 2025 14 GB
[ Code Copilot New @ Very high Jan 1, 2025 1337 MB
C? Helper Al < High Dec 23, 2024 768 MB
& Al Creator < High Dec 22, 2024 126 MB
7 GrammarAl A\ Medium Dec 12, 2024 70 MB
¥ WriterBot <) High Nov 30, 2024 109 MB
[? Customer Assistant < High Nov 23, 2024 109 MB
[? Code Creator A Medium MNov 22, 2024 70 MB
2 MyAl 0 High Nov 14, 2024 126 MB
7 Codepilot A Medium Oct 21, 2024 80 MB
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Al Access: Al
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Data Loss Prevention Policy

When enabled through its rules, the Data Loss Pre can monitor or block the da

12 DLP Rules

se traffic direction

2 XIHOZ 0|sH5H= SSE

well, it can discover and prof ¢ a stored and s! a ations. Help &

DISCOVERY SCAN ADD RULE

Medium £ Monitor Inclusion n )a ons Dec 17, 2024
1 Identity

Data Classifications

ata classifications to add them to this rule.

Privacy guardrail PREVIEW N .
acy gua Security guardrail
Copy of Privacy guardrail PREVIEW
hese applications from being use
Custom Privacy guardrail PREVIEW
Included Data Identifiers

Example Al Classification PREVIEW Code dete
ety guardrail PREVIEW Prompt injection

Security guardrail PREVIEW

DATA CLASSIFICATION
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User Business & reputational harm
Application Data security & privacy
Model > Supply chain vulnerabilities
Data Cyber attacks & threats
Infrastructure _
Compliance
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Initial Access Discovery
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ML Model Access Collection
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ldentify model vulnerabilities with Al Validation

@anap Top 18 for LLM Applications AI Validation Coverage AI Protection Coverage

LLM 01: Prompt injection attacks

OWASP Top 102 Z &gt

LLM 02: Insecure output handling o
oL g =2

LLM 03: Data poisoning checks ( Not applicable AI E |=I- :l:t_ll—_ —
LLM 04: Model denial of service &~ & ﬁl 7'" —E— —?—'6;' _JI\_
LLM 05: Supply chain vulnerabilities ( Not applicable 9}1% LI El'- Ol E 2% AA
LLM 06: Sensitive information disclosure & & EI%I, |_'_-" QI E-l I;I':I EI'?EI %
LLM 07: Insecure plug-in design applicable Il-% oz ﬁ?ﬂ '6"-0:' ?=! 2' QI
LLM 08: Excessive agency applicable EI—E fEI 6c|>'| % -6'I 'g' -éél- 'Jlk' JQJEE
LLM 09: Overeliance O_l-Ao'I 'I_'l'l E' EI'OEI J-l-l' 7EI-%
LLM 10: Model theft applicable 'CT;_E' EI:I. ";It'l O_II:Ac;l% é! HE:I -5I'E

Ao = A[XpEL LY,
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Cisco Security Cloud
Enforcement Points

Firewall

Hypershield

Muilticloud Defense

Secure Access

Al Cloud Visibility

Al

APPLICATION Al Model & Application Validation
SECURITY

Al Runtime Protection

Model & openal
Povides A\ Gemini

Custom f/lp‘;l :
Al Apps —

Data -1

Connected
Data Sources

Third-party QE Copilot

E HAADl oW Al Access Apps )
Ccopy.al
Cisco Al Threat Research Labs
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Al Assets

cloud environment and Al service providers,
t invoke them. Learn more about Al assets

Cloud visibility External assets

Discovered Al assets () 43 total Models connections ¢
Custom models Foundational models Agents Knowledge bases 2 4
A Unprotected @ Protected

[Q‘ Search ] [A\ provider w ] [ Region ] [ Asset type ] [ Validation status v ] = Filters 48 results
Al asset name Asset type Discovered date Regions Last Validation Action
int.chatbot.v1.5 Custom model Sep 29, 2024 02:44:19 US West A Not validated ¢ Validate
customer.support.d2 Custom model Sep 27,2024 02:44:19 US East [ Apr29,2024 { Validate again
doc.review.bot Custom model Aug 24, 2024 02:44:19 Europe A Not validated ¢ validate
meta.llama3-2-3b-instruct Foundation model Aug 22, 2024 US East [ Jun 29,2024 ¢ Validate again
cust.booking.mgr Custom model Aug 22, 2024 US East — —
cust.booking.mgr.2 Custom model Aug 12, 2024 US West = =
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