
#CiscoLive



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public#CiscoLive

생성형 AI 사용시장점

2BRKCOC-2040

•생산성 향상 : 반복적 작업 자동화 (예: 문서 작성, 보고서 요약, 코드 생성 등), 초안 작성 시간 단축

•창의력 증진 : 새로운 아이디어 제안, 스토리나 마케팅 문구 생성, 예술, 디자인, 음악 등에서 창작 지원

•맞춤형 응답/콘텐츠 제공 : 사용자 데이터에 기반한 개인화된 추천, 설명, 교육 자료 생성

•비용 절감 : 자동화된 콘텐츠 생산으로 인건비 절감

•언어 장벽 해소 :실시간 번역, 다국어 콘텐츠 생성
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IT에서장점

3BRKCOC-2040

•개발생산성향상 : 코드자동생성, 테스트케이스작성, 문서화자동화

•운영효율화: 로그분석, 자동알림/이상탐지, 인프라스크립트생성

•보안강화: 위협탐지설명, 보안로그요약, 시큐리티정책초안작성

•고객경험개선: 지능형챗봇, 자동기술지원응답

•지식관리최적화: 기술문서요약, Q&A 자동응답, 사내위키문서작성
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넘쳐나는생성형 AI 모델



AI  
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<동아일보>

• 갑작스런생성형 AI 의발전, 그러나보안에대한준비는아직….

• 생성형 AI에대한보안도당연히필요!
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Security for AI

AI App 사용측면 AI App 개발측면

내부 AI 인프라를보호하는보안
AI 어플리케이션을사용하는
사용자/회사를보호하는보안
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Security for AI

AI App 

AI 
/
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섀도우AI의무분별한사용은위험을초래

민감데이터
노출

생산성을위한
AI App의안전한사용

AI App 

AI

( )
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AI Access : 3rd-party AI App 

Discovery AI App 

Detection
3rd-party AI App , 

, 

Protection
Cisco Secure Access 
(SSE/SASE) 

3rd-party AI App 
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Secure Access (SSE)
사용자및 디바이스가 어디에있든 안전하게 애플리케이션에 연결
보장

Cisco

Corporate 
Resources

Colo - 
CloudPort

Private 
Applications

SaaS
Internet

Cisco Secure 

Client

Cisco Secure Access 

(SSE)

1. DNS 
Security

3. Secure 
Web Gateway

(SWG)

L3/4/7 
Firewa

ll w/ 
IPS

3. Data Loss 
Prevention

(DLP)

Device 
Posture

& Health

Unified SSE
Dashboard

5. Viptela
SD-WAN

5. Meraki
SD-WAN

On-Prem
Network & 
Security

Infrastructure

Cisco IT Cloud

4. RAVPN when needed

2. Client-Based ZTA

Digital Experience Monitoring 
(ThousandEyes)

Better for users
어디서나일관된사용자경험

More Secure for everyone
통합된보안제어및원격분석

‘Router in the Sky’
일관된트래픽흐름및보안

Simpler for IT
수작업에서서비스로의전환

5. Software-Defined WAN

Managed 

Endpoints

Device & Things

Software-Defined WAN

Traffic Acquisition
모든곳에서일관성유지

3. SWG intercept for GenAI

2. Zero Trust 
Network 

Access

4. 
VPNaaS

Middle-Mile 
Optimisation

1. Roaming DNS

Private app

Partner Site 
(Acquisition)

S S   Se ure    e   Ser er 

   e 

• SSE 를통해, 생성형 AI를언제어디서, 어떤장비를사용하던통제가능
• SSE 구매한사용자는별도의구매필요없이 AI Access 기능을사용가능
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• / /

• (OWASP/Mitre 
Atlas)

•

• Secure Access(SSE) 

•

• .

AI Access: AI SSE
DLP . .
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AI Access: 
DLP . .

8 040 – 910one
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AI Security

AI App 

AI 

AI App 

AI 
/
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AI App개발 시위험요소

향후개발되는
모든App은AI App

보안팀의AI 가시성
부족

AI App 개발측면

AI ,

에너지/재료

/
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User

Application

Model

Data

Infrastructure

AI Application

Business & reputational harm

Data security & privacy

Supply chain vulnerabilities

Cyber attacks & threats

Compliance

“AI ”
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AI 위협참조모델/프레임워크

Reconnaissance

Resource Development

Privilege Escalation

Initial Access

ML Model Access

Execution

Persistence

Impact

Exfiltration

ML Attack Staging

Collection

Discovery

Credential Access

Defense EvasionLLM01 Prompt Injection

LLM02 Sensitive Information 
Disclosure

LLM03 Supply Chain

LLM04 Model Denial 
 of Service

LLM05 Improper Output 
Handling

LLM06 Excessive Agency

LLM07 System Prompt 
Leakage

LLM08 Vector and Embedding 
Weaknesses

LLM09 Misinformation

LLM10 Unbounded 
Consumption
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Demo Sample: LLM01 - Prompt Injection
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Identify model vulnerabilities with AI Validation

LLM 애플리케이션을 위한

OWASP Top 10을 포함한

AI 보안표준을

쉽게준수할수

있습니다. 이는 오픈 소스

모델, 데이터및 파일을

자동으로 스캔하여 임의의

코드 실행을허용할수있는

악성 피클 파일과같은

공급망취약성을식별하는

것으로시작됩니다.
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Cisco AI Defense 솔루션

End User

Model
Providers

Custom
AI Apps

Connected
Data Sources

Cisco AI Defense

AI 

APPL ICATIO N 

SECURITY

AI Cloud Visibility

AI Model & Application Validation

AI Runtime Protection

Cisco AI Threat Research Labs

Employee

Third-party
Apps

Copilot
SHADOW

AI
AI Access

Cisco Security Cloud 

Enforcement Points

Firewall

Hypershield

Multicloud Defense

Secure Access
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• 클라우드, SaaS, 온프레미스를

아우르는AI 자산을자동식별/발견

• 연결된데이터소스의사용맥락

파악

• 노출을측정하기위해AI 모델

주변에대한컨트롤정보표시

Discovery : AI Cloud 
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AI AI 200

Detection : AI  (Red Teaming)

45  

•

•

•

• Base64 

•

• Etc.

30

• PII ( )

• PHI ( )

• PCI ( )

• Privacy 

• Etc.

20   

•

•

• Etc.

50  

•

•

•

•

•

•

• Etc.

60 Supply-
Chain

•

• SSH 

• OS 

• Etc.
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enterprise-model.V1
Custom model

Severity breakdown

55 alert

153 pass

Top threats

64

Severity breakdown

0 alert

208 pass100100%

(Validation)
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enterprise-model.V1
Custom model

Severity breakdown

55 alerts

153 passed

Top threats

64%

Validating
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Protection : AI 

:

•

•

•

•

•

• URL

• IP Theft

• PII ( )

• PCI ( )

• PHI ( )

•

•

•

•

•

•

•

•

•

, 
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AI , 

AI 
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Cisco AI Security

”Secure Access”

AI App 사용측면
“AI Defense”

AI App 

AI 
AI 

/
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